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Abstract 

Biosecurity is the protection, control and accountability of biological agents and toxins within 

laboratories, in order to prevent their loss, theft, misuse, unauthorized access or intentional 

unauthorized release. Laboratories are responsible for biosafety and biosecurity that protects their 

workers, animal population, and the environment from exposure or spread of pathogens they come 

across with. The purpose of this preliminary study was to collect data in order to assess and 

evaluate the measures being taken for biosafety and biosecurity in clinical diagnostic and research 

labs. Visits to the sites were prescheduled and in some cases were informal and unscheduled with 

the hope to get a clear picture of the practices. A detailed observational survey and unwritten 

questions were used to elicit information. The focus was on laboratory licensing system, 

infrastructure, administration, quality assurance, collection, handling, processing, storage and 

transportation of clinical samples, waste disposal, Lab records, access to bio hazardous materials 

and security checks on pathogens, researchers and workers. Based on Standard BRM Guidelines, 

maximum numbers of the labs were below minimum required standard and were categorized as 

BSL-0. Variety of BSL-2 and BSL-3 category bacterial and viral pathogens were easily assessable 

and, therefore, were isolated and identified in our lab. We conclude that lab management is lacking 

at all levels. It is recommended that biosecurity concerns be conveyed to all stakeholders for 

designing and implementing action plan. 
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Introduction 

Bio risk management includes the 

development of various ways and strategies to 

reduce and controls the risks related to 

biological agent [1]. This can be achieved by 

broadly dividing bio risk management into 

biosafety and biosecurity. Biosafety includes 

the basic principles and practices 

implemented in a laboratory to restrict 

accidental exposure and release of pathogens 

and toxins [1-3]. Whereas, biosecurity 

includes the protection, control and 
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accountability of important biological 

materials such as pathogens, toxins, vaccines, 

genetically modified organisms, genetic 

elements and clinically important samples 

inside laboratories to prevent their loss, theft, 

misuse, unauthorized access or intentional 

unauthorized release [4-6]. Laboratories are 

basic and obligatory part of healthcare 

systems and research institutions. Many 

public and private sector laboratories 

including clinical, hospital, public health and 

academic laboratories promote improvement 

in health care and public health through their 

research and diagnostic activities [7]. Various 

activities including samples analysis, disease 

diagnosis, experiments including 

pharmaceutical development of novel drugs, 

epidemiological studies, and scientific 

research takes places in biological 

laboratories in public and private sectors. 

Numerous types of biological materials 

including pathogens, toxins, chemicals, 

genetically modified organisms are handled 

in laboratories all over the world for various 

experimental and diagnostic purposes [8-10]. 

It is the responsibility of laboratory personnel 

to minimize the exposure of community to 

these risks by follow safe working protocols 

in order to keep biological samples and 

materials safe and secure. In the recent past, 

pathogens and toxins have been used to harm 

and threaten societies. A basic approach in 

reducing theses hazards is by conducting risk 

assessment of biological agents, chemicals 

and protocols followed while working in 

laboratories [10, 11]. Day by day increasing 

biological threat from emerging and re-

emerging infectious diseases and 

bioterrorism, it is an essential need for the 

government and agencies around the world to 

increase awareness among researchers and 

laboratory personnel for identification, 

handling, storage and preservation of these 

agents. 

 

 

Materials and methods 
This preliminary survey was carried out from 

March to August 2019, focusing clinical/ 

diagnostic and academic/ research labs of 

Peshawar, Mardan and Charsadda (Fig. 1). A 

total of 337 labs (Table 1) were assessed for 

bio risk assessment. The information elicited 

during the visits were about the type of 

samples, collection, storage, transportation, 

pathogen type, pathogen storage, processing 

and discarding pathogens and recording data. 

Besides, information on administrative 

control such as policy or SOP’s and training 

of staff was recorded. Moreover, lab 

personnel, practice, procedures, use of PPE, 

lab equipments, incident management and 

waste management were focused. Biosecurity 

risk assessment was the main purpose of this 

study. Information about physical security, 

personal management, material control, and 

accountability, transport and information 

security were focused. The information 

collected was based on observation and 

unwritten questions. In many laboratories we 

easily managed to collect pathogen 

containing waste, discarded samples from 

unlabeled dustbins. The purpose was to check 

the presence of pathogens. The samples were 

brought to the laboratory and were identified 

using biochemical and molecular techniques. 

Results 

Bio risk Assessment 
More than three hundred labs (337) of both 

public and private sectors of 

clinical/diagnostic and academic/research 

purposes were assessed for bio risk 

assessment. Bio risk was assessed for 

biosafety and biosecurity using appropriate 

parameters and guidelines provided by WHO. 

Based on these parameters the collected data 

was further divided in three different tables. 

Biosafety 
All facilities whether public sector or private 

sector that deals with pathogenic and 

hazardous materials have to implement basic 

biosafety parameters. In this survey majority 
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of the labs were not following standard 

protocols for bio risk management. The 

collected data about the biosafety parameters 

is summarized in (Table 2).  All of the labs 

visited during the study including clinical and 

research laboratories were not following strict 

biosafety guidelines. About 85% of the 

laboratory personnel were not even aware of 

the high risk associated with pathogens they 

were handling, the pathogens and toxins were 

not properly labeled, some of them were 

working without following standard 

operating procedures. Most of the lab 

personnel were not using personal protections 

equipment’s during working with pathogens. 

Aside from this most of the workers in lab 

were handling pathogens in open air without 

any safety cabinet. Records of all the samples 

present and preserved in labs were easily 

assessable. Those laboratories dealing with 

just blood samples were disposing of the 

samples directly in drainage system, aside 

from this in academic institutes the students 

and researchers were unaware of the basic 

concepts of biosafety and biosecurity. 

Incinerators were not available in majority of 

public sector labs while in some high reputed 

hospitals incinerators were not in working 

condition.

 

 

Figure 1. Map of Peshawar, Mardan and Charsadda. Source Google Map Satellite Image 

Table 1. Location and Number of Labs  

S. No. 
 

Location 

Number of Labs 

Clinical/Diagnostic 

Labs 

Academic/Research 

Labs 

Public 

sector 

Private 

sector 

Public 

sector 

Private 

sector 

1 
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 Cantt area _ 17 _ _ 

City area 

a) Central Peshawar city 

b) Dabgari garden 

7 

_ 

56 

117 

_ 

_ 

_ 

_ 

University Town 7 22 4 3 

Hayatabad town 2 8 1 4 

2 MARDAN 3 42 3 _ 

3 CHARSADDA 2 37 2 _ 

 
Total 21 299 10 7 

Sub Total 337 
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Table 2. The results of biosafety assessment 

Bio risk Assessment 
Number of Labs 

Satisfactory* Un-Satisfactory 

Sample Handling 30 % 70 % 

Pathogen Handling 15.3 % 85 % 

SOP’s 45 % 54.4 % 

Training of lab workers 27% 73% 

Use of PPE 5.2% 95% 

Lab equipment’s 13% 87 % 

Incident Management 35% 65.3 % 

Waste Management 4% 96% 

Recording of Information 56.4 % 43.5 % 

Pathogen Record 18% 82% 
*Biosafety level was considered satisfactory in those labs who followed the basic biosafety guidelines provided by 

WHO.  (Lab biosecurity guidelines, Sept, 2006 WHO/CDS/EPR/2006.6) 

 

Biosecurity 
The main purpose of this survey was look 

deeply into the biosecurity practices being 

followed in laboratories in Peshawar. 

Biosecurity assessment is the basic step in 

implementing an effective biosecurity system 

in labs as securing pathogens and toxins is a 

different task from securing other chemicals 

present in lab. The data collected during this 

survey regarding biosecurity practices is 

summarized in (Table 3).  The first and basic 

parameter of biosecurity i.e. physical 

biosecurity was found inadequate in majority 

of labs as, locks and security cameras were 

installed in some of the labs but most of the 

cameras were not in working conditions and 

were not monitored. Fences and grills on 

windows were present in some of the labs. 

Intrusion alarms were not installed in any lab 

due to which the labs were easily assessable 

by anyone.

 

Table 3. Satisfaction level in Lab biosecurity 

S. No. Bio risk Assessment 
No of Labs 

Satisfactory* Un-Satisfactory 

1 

Physical Security 

a) Graded Protection 

b) Detect/Delay/Response 

 

16 % 

13% 

 

84% 

87% 

2 
 

Personal Management 

a) Personnel Training 

b) Security Awareness 

 

23 % 

37% 

 

75% 

63% 

3 Material Control and accountability 11% 89% 

4 Transport Security 4% 96.3% 

5 Information Security 36% 63 % 
*Biosafety level was considered satisfactory in those labs who followed the basic biosafety guidelines provided by 

WHO. (Lab biosecurity guidelines, Sept, 2006 WHO/CDS/EPR/2006.6) 

 

High risk pathogens were easily assessable in 

some of high reputed tertiary care hospitals of 

Peshawar. Files and records of extremely 

high risk pathogens (BSL-3, 4) were kept in 

lock and were not approachable to anyone 

without proper permission from management. 

While records of other pathogens were easily 

available. Most of the students and 

researchers were disposing of high risk 

pathogenic samples directly in the drainage 
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system after completing their experiments. 

While some of them in spite of properly 

burring the pathogens after decontamination; 

were throwing used culture plates in garbage 

cans without proper decontamination. Highly 

pathogenic organisms (Table 4) were found 

in the samples collected from these clinical 

and research labs which suggests that the 

pathogens were disposed of in the 

environment without proper 

decontamination.

 

Table 4. Pathogens identified 

 

Discussion 
Biorisk management is an emerging concept 

globally due the increased number of 

emerging, remerging and highly resistant 

pathogens taking lives of millions of people 

all over the world. It was important to observe 

the current status of biosafety and biosecurity 

in clinical and research laboratories of 

Peshawar, Mardan and Charsadda. Biosafety 

and biosecurity are the terms, the global 

scientific communities are becoming aware 

of due to the workshops, trainings and 

seminars being arranged by different 

organizations. The purpose of this study was 

to summarize the current status of bio risk 

management practices being carried out in 

major cities of KP. As opposed to a previous 

study conducted in countries where most of 

the labs were following simple biosecurity 

measure [12], we are lacking even the basic 

biosecurity parameters in majority of our labs 

including labs of some high reputed public 

sector hospitals. This would help in future to 

develop strategies to overcome these gaps by 

arranging workshops and trainings on 

implementing bio risk management practices. 

This survey revealed the negligence level of 

biosecurity measures in clinical and research 

settings. Workshops, trainings and seminars 

are required to be arranged on emergency 

basis to introduce and implement the 

guidelines of bio risk management [13, 14]. 

As suggested previously Literature about the 

proper handling of biological samples 

including pathogens and toxins should be 

developed and distributed among laboratories 

[15]. In addition to this, extraordinary 

measures are required to be taken as soon as 

possible as the pathogens which are disposed 

off in environment without any proper 

decontamination are the main cause of 

alarmingly increasing infectious diseases in 

local community specially hepatitis. Thus 

biosafety and biosecurity measures should be 

implemented as mandatory as soon as 

possible with the development of a regulatory 

committee that defines and establishes guide 

lines for bio risk management. 

Conclusion 
This study touches upon the current scenario 

of biosecurity in clinical and research labs of 

both public and private sectors. This survey 

identified in most of the labs, basic concept of 

biosecurity is not understood by lab staff, 

Name of Pathogen 

Salmonella Typhi 

Mycobacterium Tuberculosis 

E.coli 

Staphylococcus aureus 

MRSA 

Klebsiella pneumoniae 

Pseudomonas aeruginosa 

HAV 

HBV 

HCV 
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including students and researches. This 

survey draws attention towards the alarming 

situation of biosecurity in the major cities of 

Khyber Pakhtunkhwa province of Pakistan. 

Its recommended that government and policy 

makers should introduce some measures for 

the implementation of biosecurity measures 

in labs on urgent basis. Training workshops 

regarding awareness of bio risk management 

and constitution of a survey and regulatory 

committee are some other steps that could 

improve the current scenario of biosecurity of 

labs. 
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